DOCKET NO. 2170 

ABSTRACT 

One aspect of the present invention establishes a session key 
by a receiving ur^it R transmitting a plurality of quantities for 
storage in a public repository. A sending unit S: 

1. retrieves the plurality of quantities; and 

2. computes and transmits to the unit R a- plurality of 
sender's quantities. 

The unit R then: 

1. computes and transmits to the unit S at. least one 
receiver's quantity; and 

2. computes the session key. 

The unit S, using the receiver's quantity, computes the session 
key. 

Another aspect provides a digital signature. Before 
transmitting a signed message, the unit S stores a plurality of 
quantities in the public repository. A unit R, that receives the 
message and the digital signature, verifies their authenticity by: 

1. retrieving the quantities from the repository; 

2. using the digital signature and the quantities , evaluates 
expressions in at least two (2) different relationships; 
and 

3. verifies the digital signature upon finding equality 
between evaluation results. 



to 
II 

to 

Z 
H 

\* 

3 

f 

I o 

/ 

i 
ll 

il 
<? 

6, 
8 
1 
I 

3 



- 43 



EXHIBIT A 



CO 

CO co 

CO S 

in 

m" 03 

CO "g 

ID co 

^ O 

CD 

cr 



3 

a 

CD 



O 



col 

=3 CD 

O o 

>; p 



CO =z 

13 CD 

°" CD 

o> .- 

CD * 

CO O 

CO 0) 

co to 

a> c 

13 T3 

§ 8 

o V 

-a _ro 

a> 3 

co o 

CD t 

-C CO 

h- a 



£ i 



8 



CO 



^5 

CD 



8 £ 



CO 



^ Q. I 

a- o 8 



CD 



CD 



I — CO LO 



t— CNI 



CD 
CD 
CO 



& "-5 



3= — 

s ° = 



x 

CD 
I — 

E 
_ca 
O 



W r— 
O E 

•= CO _ 

§ s ° 

E .£= co 

121 
5M 

— CD O 
O C O 

CO 



o 



5 

CD CO 
CD 
O 



^ CO 

«= cz 

CD .9? 

CD CO 

CO 

CO CO 

CO .ti 

CD CD 

E 

CO CO 



§ § 

CD 
CD 
. CO 
O CO 



o 

'co 

CO o 

i s- 

co *- 

"*""* co 

CD CO co 



CD 



CO 

CD 
CO 

TO : 
O) CD 

cd a> 



o 

CO 



CD 

"c? S> 

2 g 

CD .9J>_£ 
CD CO ^ 

CO 2 

JZ CO CO CO CO 

5 > a) g>^ 
o 



o 



CD 

> 

CD 
O 
CD 



CD 
> 

'8 

CD 
CO 

o 



CD 

E 

CO 



CD CD 
CO 



5> s 



CD 
CL 

CO 
Q_ 

CD 



55 £ 



CD 
CO 

s 

CM 



X 

c 

03 



a 
o c 

~c co 

g 

a- t 

o 

o 



CD 
CD 



CO 
CD 
.> 
CD 

~- O 

-5 2 

CNJ ^jf 



CO 
CD 



8 

CD 
CD 
CO 



a 



JQ 

a. 



E 

CO 
0> 



o 

CL 

CD 
i_ 

_CD 
_Q 
CD CO 
C CO 
CD 

5 8 

CO 



EXHIBIT B 



CO 

CO CO 

00 S 

m 

in co 
c 

CO 

6 



CO 



CD 



^ CO 



CO o 

.c? co 

CO Q_ 
CO 



ro 





sin 


CD 


3 




"O 
CD 


o 


lual 




val 


CD 


CD 




CO 


rf 




CO 


c 


Q_ 


O 


CD 


"to 


C 


CO 


o 










Q 


c 


ex 


o 


CD 




C 




O 





CD 



o 0. 

CD 

CO -> 

CO 

CD ^ 

f » 

>< 

&•§ 

CD <1> 



t- CM CO 



CD 












E 




2 








-a 












cei 




CD 








CD" 












o 




o 




Q. 




"CD 




CD 






CO 






C 


oo 


o 


03 


1 


TO 


=3 




o 




(O 


b 


o 


-co 


ubl 


X 





T3 
C 

ca 
O 
cu 
a 
ca 
co 
co 
a) 



.a 

_Qj Q_ 

a> 



o _ 
a) — 



co 
"> 

CO 

o 

CNJ 

CO 
CO 

Q_ — 

£ 2 
o _^ 
o i= 

o o 

^ CD 



CD 

jO 

"5 _ 

B- E 

co 8 
o 

CNJ 



CD 



u 

3 
Q 

O 
CO 



o 

GO 
CO 
CD 



E 
O 



"O o c= 

g « ro 



0 .2 Q. 
h= CO -= 
3 w ■£ 

CO CD £ 

CO CD _C0 
TO |> 2 

til 

a> - CD 
.£ J > 



CD 

CD to 



CO SP 
UO _ 



LO 

co 



<D 



CD 

o 



CO 

o 

CO 

a> 



co E 

8 » 

T3 » 



CO 

a > 
E 
o 
o 



CD 

X 



5 

_Q CO 

3 CD 

o P. 



co 
c: 



='8 

-a -Q 



a. 
E 
o 
o 



a. 

cu 



£ CD 

o 

DC! P. 



o 



CD .hi- — Zl 



CD 
O 
CD 
k_ 

CM 
O 
CNJ 



E 2 



O 



Is 

°-:e 
of 



CO 
CO 

E 

8 . 



T3 

CD 

E 



O 



- ^2 a) e-2 



CD 

o 
oo 

l_ 

CD 

E 
o 

Q. 

"CD 
CD 



03 
o 

CD 
i_ 

Z3 
O 
CD 



o 



CO 
O 
. CNI 



2 £ 



CD CD 
CO O 



o .9P Q. 



CD ^ 
CM 



P * 



^D 

CD 

cz 

CD 
CD 



CD 

o 

CD 

l_ 

ZJ 
O 
CD 



O 

CD 
CL 

£ 
o 
o 



Q_ 



E 

£ CD <£ 
3 CO X 



£ ® g 



«| 

-o o 

£Z O 

TO CD 
fV CD 

"O 

c: 

CD JO 

a 

& CD 
CZ _Q 

as 



o 

Q. 

CD 



Q_ 

E 
o 
o 

s? 

CD 

cz 

CO 

"to 

CD 



CD 



CD 

cz 
"to 



LO 
LO 



CO 
=3 
O 



CO 
LO 

to 
CD 



CD 
CD 
CO 



•E o 

^ o 

CD 

> "lZ 

CD CD 



X 
.CD 



_CD 

o 



-d $D 

II 
1 

"to 

CD 
CD 



O 



CD 



CD 
CD 

CZ v»— 
~ O 

§_ co 
E § 

° CO 

o 



CD 2 



